True Blue® for over 115 years

Capitol Federal is the premier residential lender in Kansas and boasts more than S8 billion in
assets. In addition to single-family residential lending, construction loans and other consumer
loans, Capitol Federal offers a variety of retail deposit accounts, including checking, savings,
money market, IRA and certificates of deposit. With 35 traditional branches and 10 in-store
locations, the Bank has a network that extends across the state of Kansas.

IT Security and Risk Manager

Job#: 14078

Positions: 1

Posted: 11/09/2012

Job Type: Full Time

Location: US-KS-Home Office (Topeka)
Department: Information Systems
Category: Central

Salary: Salary

Benefits: Full Benefits

Job Description

IT Security and Risk Manager is responsible for the development and management of IT security and
IT risk across the enterprise. Responsible for management of asset management functions as well
as vendor contract negotiations for IT software licensing, IT hardware, hardware/software
maintenance and services. The IT Security and Risk Manager is also responsible for oversight of all
IT audits, IT risk assessments and regulatory compliance.

Key responsibilities including but not limited to:

e Management of IT security and IT risk across the enterprise.

¢ IT asset management functions to include: budgeting, negotiating, and procurement
process. Oversee forecast and management of IT hardware and software services.

e Software licensing and regulatory compliance for corporate software; IT software and
hardware contract negotiations.

e Develop policies procedures, standards that meet existing and newly developed policy and
regulatory requirements including IT SOX, IT Risk, FFIEC and OCC.

e Direct and manage IT security/risk training curriculum.

e Serve as project manager/lead with IT security projects

e Lead, supervise and develop staff; assess and escalate resourcing needs, recruit and make
hiring recommendations, complete performance evaluations and lead talent management
for team.

e Promote awareness of applicable regulatory standards, upstream risks and industry best
practice across the Bank.

This position requires regular, predictable and timely attendance at work to meet department
workload demands.

Work Schedule: Monday — Friday 8:00am — 5:00pm

Skills/Requirements

e Bachelor’s degree with emphasis in Computer Science, or Computer Information Systems
e Minimum of 5 - 7 years security and or audit experience with at least 5 years in corporate




management.

e Industry accepted certification preferred (CISSP, CISM or CISA)

e Experience working within a financial service organization is preferred.

e Knowledge of technical infrastructure, networks, IT security and IT Risk

e Knowledge of FFIEC, NIST, and ISO guidelines

e Prior experience working with regulatory agencies including OCC and FDIC

e Strong leadership, communication and collaboration skills, including the ability to work
effectively with others at all levels across the organization.

EOE/M/F/V/D
Applications currently accepted at: www.capfed.com

For more information, please contact
Kelli Nicks, Human Resource Representative at 785-231-6374 or knicks@capfed.com



