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Discussion Topics

- Enterprise Risk Management Level Setting
- State of Technology Risks

*  Expand Technology Horizons

» Measuring the Technology Risks

* Value Proposition
+  Getting Off the Starting Line
»  Questions




Enterprise Risk Management Level
Setting



Enterprise Risk Management Defined

Enterprise risk management is a process, effected by an entity’s
board of directors, management and other personnel, applied in
Strateqy setting and across the enterprise, designed to identify
potential events that may affect the entity, and manage risks to be
within its appetite, to provide reasonable assurance regarding the
achievement of entity objectives.




ERM is a Journey not a Destination and Requires a

Change Process
How will we know
Why do we need to we are successful?
begin our journey?
I

2
% Future
State What are the
expected
utcomes?

How do we
get there?



ERM is a Growth Process Consisting of Specific
Steps to Improve Risk Management Capability

Improved ERM Capabilities: Managed/
Initial Repeatable Defined Optimizing

Quantification of risk

) versus tolerances
» Uniform process

« Initial quantification | Exploitation of risk

g diversification effects
* ERM responsibilities | Integrated risk
* Policy and process measurement systems
Dedicated resources| guidelines followed

across organization

Common language

* Integration with
strategy and planning

Risk management
policy » Consistent risk

reporting * Risk measures applied

to performance goals

Executive mgmt

oversight * Robust risk measures| Enterprise-wide risk

Risk sourcing * Enterprise-wide limits | strategies

* Risk Identification




Examples of Foundation Elements

Adopt common language Establish oversight and governance
Does the A common language for risks and risk Overall an effective oversight structure and
company have: management? governance?
* Risk model » Overall risk management policy
. Risk management glossary * Top-down comrnun@cations of risk
o management direction
Possible * Process classification scheme « Organizational oversight structure, with
Journey - Other relevant frameworks Board oversight _ _
: , . * Risk management oversight committee(s)
elements * Improved dllalogue about risk and its and management accountability
sources, drivers or root causes . Desi : : .
esignated senior executive responsible
» More organized process for sharing for risk management (l.e., a CRO)
of information * Risk management and governance
processes integrated
» Business risk management staff function
Possible * Increase chances of identifying all « Achieve clarity as to risk management
expected key risks . role, purpose and accountabilities
outcomes » Enable people from multiple » Get things done quicker by executives

disciplines to focus on issues faster empowered to act



Broadening the Risk Coverage

Manage Specific Risks Advance the Maturity of Risk
Document, Evaluate = Measure Management Capabilities in
and Remediate and Monitor Other Key Risk Categories Risk

. , F Management
Financial Vision
Reporting

Risk

Compliance
Risk

Financial
Risk

Risk Management
Capability

Operational

A .
VA State of risk Risk

< >= management
p vV A capability

.R D‘M.

Strategic/
Reputation ERM

Infrastructure




State of Technology Risks



Enterprise Risk Management Defined

Enterprise risk management is a process, effected by an entity’s
board of directors, management and other personnel, applied in
Strateqy setting and across the enterprise, designed to identify
potential events that may affect the entity, and manage risks to be
within its appetite, to provide reasonable assurance regarding the
achievement of entity objectives.

BUT DO THESE PERSONNEL REALLY THINK ABOUT THESE....

Customer Frame Relay Network
Database




Enterprise Risk Management - Key Indicators of Need

« Management wants increased confidence that all potentially significant
information technology (IIT) risks are identified and managed besides
those that have financial reporting risk impact

« Key decisions are made without a systematic evaluation of risk and
reward trade-offs

. l\_lokclearly articulated IT enterprise-wide strategies for taking and bearing
ris

« IT risk management isn’t integrated with strategic and business planning

» IT risks are not systematically identified, sourced, measured and
managed on an aggregated basis

« Units of the organization are managing similar IT risks differently

» Increasing demands for more information relating to IT risks and internal
controls from the board and investors

« Key IT functions and infrastructure are outsourced to a third party




|dentifying the Technology Risks

Typical assessments pinpoint risks to be rooted in the Information Technology
(IT) department.

IT Department

Network security risk IT asset management risk

Disaster recovery risk Computer operations risk

SDLC risk Data security risk

Vendor management risk




ldentifying Technology Risks

Compliance work has illustrated that technology risks are in unexpected places.

« Ownership of applications

» Use of spreadsheets

« Storage of personnel medical information

« Management of technology vendor
relationships

Business
Departments

Technology
Risk

Environment » Key transaction

processing
» Storage of customer
: information
IT Third-Part
Department e » Lack of any SAS70-type

Vendors of review




The Regulatory Environment Adds Complications

Example of regulatory impact from a security perspective — not a pretty
picture.

Patriot CA
Act SB1386

Sarbanes
-Oxley

Business
Partners

Canadian
Privacy

Basel
Accords

Source: Giga Information Group, Inc.




The Typical Approach is NOT EFFECTIVE

MR. DEPARTMENT HEAD,
ANYTHING CHANGED IN THE
BUSINESS THAT HAS
TECHNOLOGY IMPACT?

MS. DEPARTMENT HEAD,
ANY TECHNOLGY RISKS
THAT YOU KNOW ABOUT?

MS. DEPARTMENT HEAD,
IS THE IT GROUP

SUPPORTING YOU WELL
ENOUGH?

MR. DEPARTMENT HEAD,
WHAT KEEPS YOU UP AT
NIGHT?




We Need to Develop our Enterprise View

Department A IT Risks

Business Unit 2 IT Risks

Business Unit 1 IT Risks

Department D IT Risks > i ( Department B IT Risks

Business Unit 4 IT Risks

Business Unit 3 IT Risks

Department C IT Risks




Expanding Technology Horizons
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IT Risk Assessment

The risk assessment process detailed below outlines the strategy, execution, and

support necessary to implement a defined, effective, and repeatable approach to
addressing IT risk.

Risk Assessment Process

Define Organizational Risk Management Strategy

_EBd7IIT Identify Threats Link Risks to
Objectives, Resources, .
and Risks IT Processes & Controls
and Processes

Risk Assessment Foundation




IT Risk Assessment - Strategy

Def|n|t|on Of an Organizational R|Sk Define Organizational Risk Management Strategy
Management Strategy helps ensure global Identify IT dontiv Threate o Riske to

. Objectives, Resources, gR' K Assess Risks TP & C 9
awareness of IT governance issues. An and Processes SIERES [OSESSES & CONIE

effeCtlve R|Sk Management Strategy Risk Assessment Foundation
includes:

 Integration into enterprise risk management process

« Establishment of an IT risk management oversight board with executive
sponsorship

 |dentification of necessary skill sets to perform an effective and
comprehensive IT risk assessment

» Definition of risk management activities that have a clear purpose, are
documented and implemented based on enterprise IT needs.

« Development of a defined risk assessment framework to base risk
management activities on. Risk assessment framework should include
definition of common terms and language

Technology

» Execution of risk assessments on a regular basis at both an enterprise
level and more detailed project or risk specific level L

Measures,

« Development of a standard set of metrics to measure risk assessment /3 Culture
process and results. Language & Values




IT Risk Assessment - Methodology

Business
Objectives

Identify Risks Assess Risks
Related to Related to
IT Control Objectives IT Control Objectives

Identify and Prioritize
IT Control Objectives

IT
IT Processes
Processes Linked to
Risks

Identify and Prioritize

N

IT Resources !
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
[}

IT Resources IT Resources

Identify Threats
and Risks

Link Risks to IT
Processes & Controls

Identify Objectives,

Resources, & IT Processes

Identify Risks | Assess Risks
Related to ‘ Related to
]
I
I
I
I
I
I
I
I
I
i
I
I -
; Assess Risks
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IT Risk Assessment - Methodology

Identify IT
Objectives, Resources,
and Processes

Risk Assessment Foundation

Identify Threats Assess Risks Link Risks to
and Risks IT Processes & Controls

Identify Objectives, Identify Risks & Link Risks to IT
Resources, & IT Processes Assess Risks Processes & Controls

* Identify IT objectives based ona ¢ Develop preliminary listing of risks  « Determine risk mitigation
defined framework (maybe for IT objectives and resources strategy based on risk
COBIT) « Use facilitated sessions with assessment levels

 Identify IT Resources including, senior IT management to identify » Link risks to identified IT
technology, data, people, risks related to IT Objectives processes and controls

« Use survey or affiliated session * Use facilitated sessions and « ldentify residual risks (gaps)
to prioritize identified IT interviews with key IT personnel
objectives and IT resources to identify risks related to IT

resources

 |dentify core IT processes and
controls supporting the business * Assess identified risks based on
significance and likelihood




IT Risk Assessment - Foundation

Building a risk management process on

solid foundation helps ensure an efficient ~ Identify IT . , Link Riske to
. . . Objectives, Resources, and Risks Assess Risks IT Processes & Controls
and effective process that is flexible and Processes

enough to be leveraged across the Risk Assessment Foundation
organization and adapt to changing

business or IT objectives and risks. An

effective foundation consists of the

following:

» Documentation of risk management process, framework, policies, and procedures

* |dentification of specific risk management resources including, technology and
people

« Commitment by personnel to integrate the risk management process into other
enterprise risk management efforts

* A mechanism to measure and continuously improve the process maturity




Establishing the Common Language

Environment risk

The ERM efforts Within the Competitor Customer wants Technological innovation Sensitivity
company have likely generated a e s g e
model that provide the basis for

Process risk

speaking the same language and Empowerment |

Operations ll . Financial lI

building the IT risk framework Authoriy st Price Interestrate
- Customer satisfaction Oulsnur’::ing
Currenc

L L resuurl::.es Performance incentivas . H

Knowledge capital Change readiness Equity

Product development Communications Commadity

Efficiency . o

Capacily Information processing/ Financial instrument

Performance gap technology

Cycle time Relevance Liquidity Cash Flow

. Integrity Opportunity cost

Channel effectiveness Access i

Partnaring Availability Concentration

Compliance Infrastructure

Business interruption . Cradit Default

Products! service failure Integrity I .

A Concentration

Environmental Management fraud

Health and safety Employeel third party fraud Settlerment

Trademark/ brand erosion lilegal acts Collateral

Unauthorized use
S —— Reputation N —

Process! operational ! Business reporting Environment! strategic

Budget and planning Environmental scan

) Accounting information Business model

(B LT AL Financial reporting evaluation \E!:IE::::: POSERY
Measurament {operations) Taxation Organization skructure
Alignment Pension fund Measurement (strategy)
Investment evaluation Resource allocation

Product/ service pricing

Regulatory reporting Planning
Life cycle




IT Risk Assessment - Methodology

Business i
Objectives | This is driven from the selected framework (for
- | example, CobiT)

I
I
I
I
I
I
I
I
|
| Assess Risks
||~ Related to

IT Control Objectives

ndlng'

Identify Risks
Related to
IT Control Objectives

Identify and Prioritize
IT Control Objectives

This is challe

IT
Processes
Linked to

Risks

IT
Processes

Identify Risks Assess Risks
Identify and Prioritize Related to Related to
IT Resources IT Resources IT Resources

Identify Objectives, Identify Threats
Resources, & IT Processes and Risks

Link Risks to IT

Assess Risks Processes & Controls




|dentifying IT Control Objectives

Public companies already have a great start on their objectives. Now, they may
need to be expanded to account for non-financial reporting related elements.

Public Company Accounting Oversight Board
Bylaws and Rules — Slandards — AS2

ALDITING STANDARD Mo, 2 — An Audit of Internal Control Ower Financial
Reporling Performed in Conjunction with An &udit of Financial Statements

March 9, 2004
AUDITING AND RELATED PROFESSIONAL PRACTICE STANDARDS

Auditing Standard Mo, 2 -

An Audit of Internal Control Over Financial
Reporting Performed in Conjunction with An
Audit of Financial Stataments

C‘ I'T CONTROL OBJECTIVES
FOR SARBANES-OXLEY

THE IMPORTANCE OF [T
IN THE DESIGN. IMPLEMENTATION
AND SUSTAINABILITY OF INTERNAL

CONTROL OVER DISCLOSURE AND P C AO B
FINANCIAL REPORTING M—w%m

13 A5 O June 18, 2004

—




ldentifying IT Resources

An approach is to utilize the ERM results for business processes and drive to the

application level. Ownership is essential to establishing potential gaps in
managing the risks.

Application Owner: Person 1 Person 2 Person 2 Person 1 Person 1
v Q> O Q <&
& < < & &
& & & & &
K K K K K
¥ ¥ ¥ ¥ g
Business Process1 X X X
Business Process?2 X X X
Business Process3 X X X X X
Business Process4 X

Person 1: IT application director
Person 2: Business department director




|dentifying IT Resources (cont.

Applications can take many forms. Beware of interpretations!
e &

f ke 3| n-—:—-u--_,go-aa-s

b (4]t i e e S e

Excel Application A re—

TXN D Seript No Volume| Win 1 Base | Win1_|Win2 Base| Win2 |Win3 Base| Win3 |Win4 Base|Win4 Base 2
APIRI |voucher enry 440 628 579

APIRY |voucher entry Y] 53 561 495 .

APIUT [voucher_entry 444 526 674 664 . s M S e

GLIIRI [check_joural_status 001 0.61 134 116 1.88 1.20 116 214 1.86 i A

GLTR1joumal inguiry 225 205 464 16 480 371 1530 YTy 200

GL7U1jourmal_inquiry 293 013 011 011 022 006 016 0.09 011

AP2R1|voucher_temphte_eniry 173 458 521 866 634

AP2UT_|voucher_template_cntry 484 339 44 590 43

APL2RI [voucher_status L5 12 142 076 220 197 139 163 126 frEing _ E

AMIRT [asset_express_add "

AMIUL [asset_express_add 49

AMARI [asset_retire_ful 297 - »u' LT + -

AMAUT [asset_retire_full 358 = i 4 ek . e

AMZRI asset basic add i Bec] A SRR || G| ae | e | Pan i e | Spen [OIRIES
AM2R2 [asset_basic_add 344

AM2UT [asset_basic_add 862 . H

APARI Jvendor updte 6 | oo [ s | se | aw | am | = | aw a a n e ace a I n s e m
APAUT_|vendor_update 035 02 019 019 017 016 014 016 017 - =

GLI4RI_ledger inquiry 49 516 334 636 684 728 1261 869 e 208 SR || G psnars| o | s e g WIS

GLI4R) [ledger inquin 368 319 308 448 380 356 405 37

GLI4R3 ledger inquiry 3 302 267 334 314 XTI EYD) 320

GLI4R [ledger inquin 027 026 025 019 03 034 033 033

GLI4U1 [jedger inquiry 005 009 005 005 005 005 005 009

GLORI_Jjour_update_dispha 106 716 P 38 1536 671 813 939 631

GLOU1 jour_update_displ 013 014 044 02 020 047 06t 019 017

TN et ten
bt e QD Qs et Wi e D
b [ e =

PeopleSoft.

e e

._‘..g_“m—,_...-....,\.-;—.u

Mainframe Custom Application

Custom Web-Based System




|dentifying IT Resources (cont.)

Another key step is to establish the general IT control process coverage for the
identified applications.

Application Owner: Person 1 Person 2 Person 2 Person 1 Person 1
\s Q O Q Z
& & & & &
Nd & & & Nd
R N N R N
o S S S o
Change control X a X
Security administration y z X
SDLC X b c X X
Disaster recovery X

“‘Wow, we have many distinct processes which
inherently introduces risk. Can we consolidate our
processes to focus improvement efforts?”




|dentifying IT Resources (cont.)

The application layer is the starting point for driving the assessment to deeper
levels.

Planning & Strategy
— Strategy Alignment
— Organization
— Business Continuity Management

~uTE Con l'fm,,

ag® Secy, b : Foundation Technology Management

E.'E
we! @ Tef:}.,,r"'*' = = — Application Management
- Processes b
ata/DBMS Management
:ﬂﬂp lications — Network Management
— Platform Management
— IT Operations Management
Platforms — Change Management
— Solution Development and Deployment
Networks — Computer Operations

— Security Architecture Management
— User Support Management
— Asset Management
Service Level Management
— Service Level Management

oF Sygtem=

Physical




|dentifying IT Resources (cont.)

Risks need to be sourced within the applications as well.

Application Owner: Person 1 Person 2 Person 2 Person 1 Person 1
\s \% O Q 2
& & & & &
&7 &7 &7 &7 &7
S S W S S
Reports - Report A - Report A1 - Report A2 - Report A3 - Report A4
- Report B - Report B1 - Report B2 - Report B3 - Report B4
- Report C - Report C1 - Report C2 |- Report C3 - Report C4
Check digit calculations |- Program x - Program y - Program a
- Program z
Edit checks - Program f - Program g
- Program h

Logic test validation - Program m |- Program n




Challenges to Identifying IT Resources

» Outsourced transaction processing
« Applications that are owned by the business
» Vendor support of packaged software

» Lack of overall documentation (Sarbanes-Oxley has helped prove
this out in many public companies)

 Difficult linking IT processes to applications and to underlying
technology components




|dentifying and Assessing Risks

Management will need to determine the risks associated with the control
objectives and the IT resources. The established “common language” will be
used to source the necessary risks.

Environment risk

Competitor Customer wants Technological innovation Sensitivity Areas DeQiCted

‘Shareholder relations. Capital availability Sovereign/ political Legal

Regulatory Industry Financial markets Catastrophic loss

Application
Process risk — | SLA management

Operations 'I —— Financial 'I J Process
Gustomer satisfaction A‘“""'“'“'Z{:"" Frice :m“‘ e Asset
Hufnan resources - i s “"_‘"EV v -
Sty | aE o management
Effclancy Financial instrument
CGapacih n ion processin .
Perarmance ap | # Change/solution
Gyds.nmu Liquidity Cash Flow
e secvanes Oppatnity cost development
Partrating Cancentration and
Compliance
Protl s s [ sy [ mel B deployment
et | et ol o Network
Trademarks brand erosion :.Ijl:g:‘\;x‘;g‘ e Collateral management

Service level
management

Process/ operational | | Business

Product! service pricing Budget and planning
o miimant Accounting information
ontract commitment Financial reporting evaluation

Measurement (operations) B Taxation T

n
Alignment Pension fund Measurement (strategy)
Investment evaluation Resource allocation

Regulatory reporting Planning :

Life cycle

Likelihood of Risk >




Linking Risks to Processes and Controls

The creation of detailed process flows and risk/control matrices for Sarbanes-
Oxley projects has rejuvenated the skillsets associated with this key step.

Schedulesshouldbeagreeduponwithj
businessusersandplannedoutages|
shouldbeeffectively: communicats"\

ManagingChangestoProduction
Environmentshouldbeexecutedfor
completionwithinrequiredtimeframes.

ObtainBusiness|
UserApproval

|

Schedule

(223.1)

Update Change

Log to Reflect
Changes > Schedue >

(2232)

Issue Forward Identify Change

Schedules | for
(2233)

Implementation
(2.2.3.4)

Develop
Implementation 4@
Plan
(22.35)

oA

Change Log

< S QA

Development Environment

Developers
Yes—» Updates System °
Documentation

No
I OA O A A
. Develop Backout Implement Change in
A N Bu||g 2(.:zénge and Testing N Development Deve(l;pers Test Pass Test?
¥ (2238) Procedures ¥ Environment @ zaggge) (2.2.3.10)
(22.37) (22.38) e
3
No

Test EnviornmentoA AA

A

Mgration to Test
B Environment
(223.11)

g Testing

PerformRegression,
Sy stemandPerforman 1’

(2.2.3.12)

Users Perform
Testing
(2.2.3.13)

ined Usi
Approval? Yes
.2.3.14

216
Maintain
Associated

cumen

v
@



Linking Risks to Processes and Controls (cont.

The COBIT framework provides a rich repository from which to start analyzing
IT's risk management coverage and applicability to the company’s environment.

Information Criteria IT Rescurees
o
DOMAIN PROCESS
Flamning & ek Difins 3 atwategic 1T plax Pls el o vl
Crganisation POz Dafrw ik informaiian achichrs PIS|S5|S " L
po3a Dicter minm techna kagical direction P|S w| v
P4 Dlafine iha IT arganimtion sl rebticmbys P|S '
POB Pelanaga the IT in vestraent P|P 5 [l I
rioBE Commmicyik nusganent s and dinction | P 5 I
POT Pelanzs b resoma Elp o
PO Ensim compl with exterral nop t F P|S a4 '
roo A risdes FIS[P[P|P[S (5 W ow| ] v e
POa Mownge projacta PP Ll I O
P11 Warege quality PR p § | | )
fcquisition & Masti fy anicauted soduticm P& w| ¥
Implementation Acrpine asd muninin applicafian softeara FlP 5 5|5 W
Acpinead maistin echoalgyinfotan [p | p 5 v
Dirvalop and rointain prceduns FlP 5 5158 Ll A I
Insizll and accredhi aysiems P 5|5 ARG
Hanage cleangs FlP PIFE § ¥ W] W] | W
Dalivary & Dafirrs and sowegge srvice kvl PIP[5]|5|5[5|5 Ll A A
Suppert Manais {hird-pory sorvices rlrlsfs]s[s[s FErEE
Mazage porfonmecs ad cquity FlP 5 W) ] ¥
Ervare costineos mric Fls F W] oW e e e
Eroare sysiems scarify PIP|S[5 |5 Lol I S I
Matify andalocakas catn B P W] v v | e
Echxate aud toin wsrs Fl5 L
domind and v cusarrs PP +
Mrggs ths conbigraticn P 5 5 EEE
Pelamage probbar and iscidats FlP 5 LA R
Manags s P P v
Mg Eacilitien PR v
Wanage qperation PlP 518 | W | W
Menitaring Maniter (he proceans Plpls]s]s]=s[s R
PSS R — plels[s]s[r]s e
Chiain ll&q’hlldull:l.ll:lm PIP|S|S|5|P|S | W] ] |
Pravida For independer it PIP|S|S|5]P|S W[ W ] e
T p— (] mppliceisks tn




Measuring the Technology Risks
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Capability Maturity Continuum provides a framework for
Improving processes

Capability Level Capability Description

I CONTINUOUS IMPROVEMENT
Optlmlzmg Continuously improving controls enterprise-wide

QUANTITATIVE
Risks managed quantitatively enterprise-wide
“Chain of accountability”

QUALITATIVE/QUANTITATIVE
Defined Policies, process and standards defined and
institutionalized -- “Chain of certification”
INTUITIVE
Repeatable Process established and repeating; reliance on

people continues -- Controls documentation lacking

AD HOC/CHAOTIC

Initial Control is not a priority -- Unstable environment
leads to dependency on heroics

s Capability Maturity

Derived from Carnegie Mellon capability maturity model




Process maturity — How is it defined?

él

Assess Process Maturity with PROCESS ;’ N
six (6) distinct attributes: MATURITY &

« Tactical Alignment LEVEL -

« Stability & Reliability OPTIMIZING

« Process Maturity MANAGED

« Technology Leverage DEFINED

* Results Management REPEATABLE

* Human Capital INITIAL

Evaluation Criteria ‘ Strengths Improvement Opportunities/Risks
Tactial Aigment | T T cganization s meetin th primary needs | None |
The strategy and Evaluation Criteria Strengths Improvement Opportunities/Risks
organizational struct TT management has implemented See cach IT area for area sp:

= o
Process
- the T department is several formal processes to improve the
" properly aligned witl | IT functions performed | overall quality of service delivered to
business to ensure T | are managed as business
activites are in dircc: | processes. Evaluation Criteria Stren;

. Improvement Opportunities/Risks
supportof citical TTs also responsible I Tovel [T Kthat the o Ts that et
Pt Results Management ponsible for meeting specificservice leve cre s 2 risk fhat the company s setfing goals that cither are ot
e I n te rVI eWS business processes. (cont) e agreements with c b to . or, possibly in the future,

gree
provisioning and page out unctions. exceeding the needs of the company which may potentially lead
the IT function. This risk

 Documentation reviews iy b g

success factors.

. P — " There are strong “people processes” in place within the IT_| Although the IT department has accomplished significant
f Human Capital
° O b Se rV tl O n O o o otaloed th momis o posiions/ e Pl '
a “Peopl “ are

by the

= m » rationalized the number of positions, Tevels within IT. attrition rate within IT s still airly high (25%-30%). The majority
Stability and Relial | technology effectively to | given the appropriate | This was followed by clear and communicated carcer of people who have leftsite compensation as their number one.
automate management | level of attention to help [ progression possibilities within the IT department. To i P positions. IT
m a n a g e m e nt p ro C e S S e S e tchnlogy proceses, where ensure the department | qupport career progresion (andtoersurs WebLink s i i o e offers o
appropriate. intaini ity goal setting /s the company wishes to retain. Itis
arcitecureand hun capital. and review process has been established and is understood that compensation studies have been performed.
iponents consistently followed throughout IT. This process However, WebLink positions were benchmarked against other
appropriate to carry ¢ . ;. o §
e includes an process and I panies in the
i maintain melrics on individual performance on an annual | not against other high technology companies for which IT is
basis competing to oblain/ retain human resources.
Results Management In addition to rati P There is a risk it within IT i
within IT, senior IT management has also acquired current pace, or increase, if the compensation issues are not

s are measured

necessary director/manager skills to support the formally addressed.
for effectiveness and the y director/manag; PP Y

implementation of the IT strategic plan

‘measurements (metrics)
are reported to the
company,

The use of contractors/consultants s limited to either
supplement technical skill deficiencies or to address “one-
time” projects. There i not a tremendous reliance on
consultants or contractors for day-to-day operations or for
I initatives of the business, allowing the
company to maintain knowledge capital in-house.




Example Assessment

APPLICATION AND DATA MANAGEMENT

Maturity score

D N
s £ § &
§ 3 g &£ 9
O I3 N 3 9
> G » £ %
N KN L o
F & g £ ¢ s
Process maturity g 5 § s & bév Technology management recommendations
Level ~ 2 Q ~ < I ay g
Optimizing 1. Implement productivity and quality measures in
Managed application management
) 2. Involve corporate security in the development and
Defined design of the network systems applications
Repeatable 3. Increase resource-sharing efficiencies between
development groups
Initial .
4. Integrate all relevant players into the SDLC

implementation

5. Implement data ownership by business process
owners




Example Assessment (cont.)
APPLICATION AND DATA MANAGEMENT

Involve corporate security in the development and design of the systems applications
Priority: High
Risk addressed: Stability and reliability

IT organizations must provide services in a manner that is not only responsive, reliable and cost-efficient,
but also secure. The goal of application management is to leverage the power and potential of deployed
applications while guaranteeing the availability, performance, capacity and integrity of applications to meet
prescribed service levels. If Corporate Security is not involved in the development and design of network
systems applications there may continually be unscheduled downtime resulting in business process
interruptions.

Implement productivity and quality measures in application management
Implementation priority: High
Risk addressed: Results management

SDLC group needs to establish valid application development metrics (besides LoE) so that it can track
successes and establish sound strategies for improved performance. Enhanced metrics provide a
qualitative as well as a quantitative measure of how processes/resources are performing and what can be
done to improve performance in terms of efficiency and effectiveness. Some metrics that that should be
captured include:

» Percent of user or client requirements that can be met by existing systems versus those requiring new
solutions.

» Average elapsed turnaround time to deliver strategic solutions to market.

» Percent of new projects meeting original functional requirements.

* Project cost as a percentage of savings realized.

Cost of application maintenance attributed to quality issues.

Number of problems by application. Trends over time.




Value Proposition
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Meeting the Challenge of Skeptics

SKEPTIC

VALUE PROPOSITION

VALUE TYPE

CIO

Better business alignment

Process maturity

Comprehensive IT asset inventory

Robust IT risk inventory

Improved delivery results (infrastructure,
application development efforts, vendor
management, etc.)




Meeting the Challenge of Skeptics (cont.)

SKEPTIC VALUE PROPOSITION VALUE TYPE
CFO Greater awareness of technology impact $
More informed risk assessment process $

Operating effectiveness opportunities/better
usage of technology capital investments




Meeting the Challenge of Skeptics (cont.)

SKEPTIC VALUE PROPOSITION VALUE TYPE
Business Greater awareness of technology impact

Department

Lead

More informed risk assessment process

Increased coordination / collaboration with
IT

Better utilization of IT assets for competitive
advantage




Getting Off the Starting Line
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How do | go from here?

« Leverage results from other compliance efforts (documentation, self-
assessment processes, ERM structure, etc.)

« Develop your application inventory and confirm ownership
* Develop your general IT control coverage for these applications

« Communicate process improvement opportunities for distinct general
IT processes

« Select one IT process management scope area (database
management, network management, IT operations management,
etc) or application

« Select one business department to pilot developing the risk profile for
the IT process management/application scope area

« Ensure IT representation/participation with ERM oversight and
planning activities




How do | go from here? (cont)

« Establish realistic maturity goals but measure them rigorously
« “Wow” the skeptics by illustrating the resulting value

« Leverage other company initiatives, such as ISO9001 or ISO/IEC
17799, as you proceed down the path or ERM




Questions

Tom Andreesen
913-685-6241
Thomas.Andreesen@protiviti.com




