
Segregation of Duties: 

404 and Beyond
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Reviewing and approving 
transactions
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Assurance that transactions 
are proper
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Creating and maintaining 
departmental records
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Access to and/or control of 
physical assets
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Communicate with key
IT and 

business personnel

Communicate with key
IT and 

business personnel

Technical
Planning

Data
Staging

SoD Risk
Analysis

Reporting

Gain understanding
of environment and
developed technical

scope

Gain understanding
of environment and
developed technical

scope

Obtain appropriate
technical resources/tools

to complete review

Obtain appropriate
technical resources/tools

to complete review

Develop native SoD 
risk matrix for

application

Develop native SoD 
risk matrix for

application

Coordinate relevant
application security

data extractions

Coordinate relevant
application security

data extractions

Populate SoD analysis
tool with application

security data extraction 

Populate SoD analysis
tool with application

security data extraction 

Generate SoD
reporting

Generate SoD
reporting

Assess SoD analysis
results

Assess SoD analysis
results

Develop classifications
and prioritizations of

observations 

Develop classifications
and prioritizations of

observations 

Aggregate application
level reports

Aggregate application
level reports

Prepare final report
and related deliverables

Prepare final report
and related deliverables

Present report and
observations to 

management

Present report and
observations to 

management
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For
SAP, Peoplesoft, 

and Oracle

For 
SAP
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Workshops C SoD 
Remediation 
Complete

B D E

Due Date: A Due Date: B Due Date: C Due Date: D

2-4 weeks 2 weeks2-4 weeks 1-2 weeks 4-8 weeks
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